Final exam program for the discipline
1. Symmetric encryption. Kerkhoffs principle.

2. Examples of the application of cryptography. Classes of attacks.

3. Substitution cipher and breaking it.

4. Vigenère code, rotary machine.

5. Determination of the cipher. Vernam cipher and perfect secrecy.

6. Probabilistic reformulations of perfect secrecy.

7. Hacking experiment. Key length in case of perfect secrecy.

8. Pseudo-random generator and its predictability. Linear congruent generator.

9. Attacks on stream ciphers.

10. Statistical tests, advantage. Pseudo-random generator reliability.

11. The unpredictability of a reliable generator. Computational indistinguishability.

12. Determination of the encryption scheme with a private key. Computational robustness.

13. Strength of the stream cipher. Encryption of multiple messages.

14. Resilience against chosen plaintext attacks. Keyed and pseudo-random functions

functions.

15. Encryption using a pseudo-random function and its stability.

16. Pseudo-random permutations. How block ciphers work.

17. Constructions of pseudo-random permutations. Feistel network.

18. Message authentication. Message authentication code and its reliability.

19. Construction of message authentication code from pseudo-random function.

20. Protocol of interactive exchange of keys, its reliability. Diffie protocol description -

Hellman.

21. DDH problem and reliability of the Diffie – Hellman protocol.

22. A public key encryption scheme, its reliability against eavesdropping

and regarding the chosen plaintext attacks.

23. Encryption of several messages, its reliability. Hybrid encryption.

24. Naive RSA encryption scheme. Acceleration of decryption, small figure.

25. RSA with padding, RSA objective and the reliability of the RSA encryption scheme with padding.

26. El-Gamal scheme and its reliability.

27. Quadratic residues and the Jacobi symbol.

28. The problem of determining quadratic residues and the Goldwasser – Micali encryption scheme.

29. Extraction of square roots and Rabin encryption scheme.

30. Remains mod N2 and Payet encryption scheme.

31. Digital signature scheme, its reliability. Naive RSA scheme.

32. RSA with hash. Lamport's one-time signature scheme.

33. Zero knowledge evidence.

34. Certificates. Secret sharing schemes

